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SYNOPSIS

When third-party data collection for online behavioral advertising occurs on afirst-party website,
the first party must ensure that the requirements of the OBA Principles are met.

COMPANY STATUS

The Answers Corporation (Answers) is an online media company that provides both consumer-
facing content and business-to-business technology and marketing services.

BACKGROUND

On October 14, 2013, the Online Interest-Based Advertising Accountability Program

(Accountability Program) released the First Party Enhanced Notice Compliance Warning (First
Party Compliance Warning), itsfirst formal industry advisory on compliance with the Self-



Regulatory Principles for Online Behavioral Advertising (OBA Principles).* The First Party
Compliance Warning focused on resolving confusion among first parties (e.g. website publishers
or operators) about their compliance responsibilities for the provision of real-time (“enhanced”)
notice when they allow third parties to collect data for interest-based advertising. While it
appeared that the mgjority of website publishers understood their obligations to clearly explain
thelir interest-based advertising practices on their website, to state their adherence to the OBA
Principles, and to provide away for consumers to opt-out of third-party collection and use of
their datafor OBA, a significant minority of website publishers, including those who were
otherwise compliant with the OBA Principles, did not appear to understand their obligation to
provide enhanced notice on each page where they alow third partiesto collect datafor online
behavioral advertising (OBA) and to link that real-time notice to their explanation of their third-
party OBA practices where they also provide alink to acompliant opt out.

In light of the apparent misunderstanding among some otherwise compliant website publishers
about their responsibility to provide enhanced notice of third-party data collection, the First Party
Compliance Warning declared a period of relaxed enforcement of the enhanced notice
reguirement for website publishers that were otherwise in compliance with the OBA Principles.
This grace period was designed to allow website publishers to learn about their obligations,
review their websites and, as necessary, make modifications to come into compliance with the
enhanced notice requirement of the OBA Principles. This period ran from October 14, 2013 to
January 1, 2014.

The First Party Compliance Warning was followed on November 20, 2013, by three cases
concerning websites which were not in compliance with any of the OBA Principles first-party
transparency and control requirements.” The Accountability Program set out the compliance
issues it had found on each website and provided compliance recommendations which each
website publisher implemented to bring its website into full compliance. Taken together, the
First Party Compliance Warning and the three first-party cases provided detailed explanations of
first parties' obligations under the OBA Principles; parsed the guidance to the relevant OBA
Principles contained in the corresponding sections of the authoritative Commentary; and
explained the technical and policy rationales for requiring website publishers to share
responsibility with third parties for providing consumers with enhanced notice of third-party
OBA data collection on the website publishers’ sites.

In early January 2014, the Accountability Program began a systematic review of websites for
first-party compliance. Starting with high-traffic publishers, the Accountability Program looked
for enhanced notice links on first-party sites. While many websites either were compliant with
the OBA Principles or lacked third-party tracking for OBA, some popular sites had not come into
compliance during the grace period afforded them despite the presence of third-party data
collectors on their sites. Answers website was one of the sites discovered during this review.

! The First Party Compliance Warning can be found at http://www.asrcreviews.org/wp-

content/upl oads/2013/10/A ccountability-Program-First-Party-Enhanced-Notice-Compliance-Warning-CW-01-
2013.pdf.

2 Inre: BMW of North America, LLC (Nov. 2013), In re: Scottrade, Inc. (Nov. 2013), and In re: Volkswagen of
America, Inc. (Nov. 2013).We note that because Volkswagen had already taken stepsto come into compliance
before the Accountability Program’sinquiry letter, the case was closed via an administrative disposition.




Keeping its promise of vigorous enforcement after the expiry of the grace period, the
Accountability Program initiated the review that resulted in this decision.

The Accountability Program visited the Answers website (www.answers.com) where it found
that the Answers privacy policy contained an OBA disclosure in a section headed “Information
Sharing and Disclosure” and that the disclosure linked to an industry-devel oped consumer choice
page. During its review, the Accountability Program observed data collection by third-party
companies known to engage in OBA but did not find the required enhanced notice link on all
pages where this data collection took place. While the Accountability Program found a
“Consumer Choice” link in footers of all pages of the main Answers domain, on some of
Answers subdomains where third parties were collecting datafor OBA, no “Consumer Choice”
link was present. Further, the “ Consumer Choice” link did not take usersto Answers OBA
disclosure as required by the OBA Principles. Finally, the Accountability Program did not find a
statement of adherence to the Digital Advertising Alliance’'s (DAA) OBA Principleson
Answers website. Thus, while Answers’ website clearly demonstrated its good faith intention to
provide consumers with transparency and choice, it did not satisfy the standards of the OBA
Principlesin the above respects.

COMPANY'SPOSITION

Answers conducted a prompt internal review of its systems and processes in order to develop a
plan to come into compliance with the OBA Principles. Answers kept an open line of
communication with the Accountability Program during its phased implementation process,
which began its rollout shortly after Answers completed its internal review. As of the publication
of this decision, Answers has come into substantial compliance with the issues raised in the
Accountability Program’s inquiry. Answersisin the process of finishing its compliance work by
posting an affirmative statement of adherence to the OBA Principlesin itsthird-party interest-
based advertising disclosure.

DECISION

The OBA Principles cover three types of entities: first parties, third parties, and service
providers, but these labels are fluid and depend on the function that a particular company may be
engaged in at a specific time. For example, whenever a company operates awebsite, it isafirst
party, irrespective of whether it normally functions as athird party collecting datafor OBA
and/or serving ads on behalf of companies on various websites.

In the instant case, the transparency and control requirements for first parties (website publishers
or operators) are at issue. First-party duties are described in Transparency Principle 11.B. A first
party must provide a disclosure of third-party OBA activity occurring on its website, either in its
Privacy Policy or in some other location on its website, and this disclosure must either link to an
industry-devel oped consumer choice page or list every third party conducting OBA activity on
the website. If the first party chooses to provide alist of third partiesinstead of linking to an
industry-devel oped consumer choice page, the Commentary to the OBA Principles explains that



“choice should be available from the Third Party(s) disclosure linked from the page where the
Third Party isindividualy listed.”*Additionally, the disclosure should include language
affirmatively signaling the website's adherence to the OBA Principles (“ statement of
adherence”).

In addition to an OBA disclosure on the website, the Transparency Principle requires first parties
to ensure that real-time notice, including a “ clear, meaningful and prominent link” (i.e., the
“enhanced notice link™), is present on each web page on which athird party is collecting data for
OBA purposes or serving an advertisement based on a user’ sinterests as inferred from auser’s
web browsing activities. This enhanced notice link can be provided by either the website
operator or athird party. Generally, primary responsibility for enhanced notice rests with the
entity in the best position to provide it. With respect to enhanced notice on interest-based ads, the
third party has greater ability to provide enhanced notice than the first party because it has
greater control over the frame in which the ad isinserted and which |oads separately from the
publisher-controlled portions of the website. With respect to third-party collection on a particular
website, the opposite is true because the website publisher has control over the content on its
website outside the space reserved for insertion of the ad.

Enhanced notice is the most innovative of the Transparency Principle’ s requirements. Beyond
merely alerting users that some third-party data collection is occurring—a significant benefit in
its own right—the enhanced notice link puts consumers one click from communication about
OBA precisaly when they may be curious about why they received the ad they are looking at or
what information is being collected on the web page they are visiting. As beneficia as
disclosures and choice mechanisms may be, their value is diminished when they are tucked in an
obscure corner of awebsite' s privacy policy, where they need to be hunted down by website
visitors. Enhanced notice, in contrast, gives the consumer a searchlight that points directly to this
information. By providing enhanced notice, websites empower their usersto learn and make
informed decisions about their online privacy, amplifying the benefits of privacy policy
disclosures and opt-out mechanisms.

If thefirst party is providing the enhanced notice link, that link should take the consumer to its
own website disclosure of third-party OBA activity. The enhanced notice link, typically provided
in the footer or a sidebar of aweb page, must be separate from the link to the website’s privacy
policy. The enhanced notice link should go directly to the place in the privacy policy where the
disclosureislocated (not just generaly to the privacy policy) or to another location on the
website where that explanation is provided.

When athird party provides the enhanced notice link, generally through use of the DAA’s
Advertising Option Icon (AdChoices Icon), it may place the link either in or around the
advertisement it delivers on the operator’ s website or, in coordination with the website operator,
elsewhere on the operator’ s web page. However, as noted in our Compliance Warning:

unless an ad bearing in-ad notice is served on every Web page of a publisher’s
site where third parties are collecting data for OBA and that notice directs a

% OBA Principles Commentary at 35.
* Transparency Principle|1.B.



consumer to the choice mechanisms of al third parties collecting on that Web
page or to an industry-devel oped choice mechanism, the Transparency Principle' s
enhanced notice requirement for collection is not satisfied, and the website
operator cannot rely on the third party’ s in-ad enhanced notice as provided under
Section 11.A.2. of the OBA Principles (Third Party Advertisement Notice).
(Emphasisin original.)®

This excerpt clearly states that the requirement for first parties to provide enhanced notice on
every page where athird party is collecting information for use in OBA is a separate obligation
from the requirement to provide enhanced notice in or around all interest-based ads. While the
presence of an interest-based ad with enhanced notice that links to an industry-devel oped
consumer choice page satisfies the enhanced notice obligation for third-party data collection on
the particular page where it appears, it does not excuse the absence of enhanced notice on any
other page where third parties are collecting data.

Here, Answers failed to provide enhanced notice as required by the Transparency Principle.
While Answers did provide a disclosure of third-party OBA activity occurring on its website and
alink to an industry-devel oped opt-out page, its disclosure did not affirm its adherence to the
OBA Principles, its footer link failed to direct consumers to this disclosure, and the link was
inconsistently applied to footers on different sections of Answers' site.

Answersindicated to the Accountability Program that it fully intended to follow the industry
standards about consumer privacy articulated in the OBA Principles, and the modifications
Answers has made to date demonstrate this intent. Answers has added footer links to all pages
where third parties are collecting datafor OBA. It has adjusted the footer link so that it takes
consumers directly to that part of its privacy policy where it tells consumers about its third-party
OBA practices and where they can find alink to an opt out. The Accountability Program looks
forward to Answers' final website modification—the addition of its statement of adherence to
the OBA Principles—as the capstone to its successful participation in online advertising self-
regulation. As provided under § 10.0 of the Accountability Program’s Procedures, the
Accountability Program will retain jurisdiction over Answers until its compliance is complete.
The Accountability Program appreciates Answers responsiveness to itsinquiry and its clear
intention to provide its website visitors with transparency and control over interest-based
advertising on the website.

CONCLUSION

The Accountability Program has turned the spotlight on first-party enhanced notice because of its
benefits to consumers. The enhanced notice link is a powerful tool that simultaneously calls
consumers' attention to otherwise-invisible third-party OBA activity and directs them precisely
to the relevant information and control mechanisms they need to exercise choice about the use of
their data for interest-based advertising. Therefore, website publishers and operators, as the
parties most directly able to effectuate this enhanced notice link when third parties are collecting

® First Party Compliance Warning at 3.



dataon their websites, must fulfil their compliance obligations to provide notice and choice as
required under the cross-industry OBA Principles.

This case stands with previous first-party cases and the First Party Compliance Warning as a
clear instruction to owners and operators of websites who allow third-party OBA activity on
those sites to ensure that consumers are provided with the level of transparency and control
required by the OBA Principles. There should be no mistake about the Accountability Program’s
resolve to continue its enforcement efforts to ensure that first parties are complying with their
obligations under the OBA Principles. With that in mind, the Accountability Program urges
website publishers and operators to undertake areview of their websites to ensure that they
comply fully with the OBA Principles.

COMPANY'SSTATEMENT

Answers Corporation is committed to implementing and maintaining responsible online
advertising practices consistent with legal and self-regulatory requirements. We agree that all
parties in the online advertising ecosystem must work together to protect users’ privacy and
share the Accountability Program’s goal of promoting good privacy safeguards.

DISPOSITION OF DECISION

Practices voluntarily corrected.

GenieBarton

Vice President and Director
OnlineInterest-Based Advertising Accountability Program



